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Eicaymwyn oTa npwTOKOAAd anodoong
d1euBbuvoncg IP

Kabe oguokeun €xel duvatoTnTa va O1abeTel pia dieubuvaon IP kal €va
TNV Quaoikn dleuBuvon f dieubuvon MAC. To npoBAnua nou TiBeTal
nAEov €ival Nwg yiveTalr n peratponn and 1o €va €idog dieubuvong
OTO AAAO. AUTO €mITUYXAveTal HE TO NPWTOKOAAO ARP (Address
Resolution Protocol) n MpwTdkoAAo MeTaTponng AleuBuvaong.

>e €va OikTuO Ethernet OAa Ta TeEpHATIKA AapBavouv kAbe pnvupa
nou petadideTal, AoXeTa PE TO av aneubuveTal o€ auTa n oxl. Kabe
TEPUATIKO Ba npenel va ene€epyaoTei Ta dedopeéva anod KABE NMAKETO
HEXPI TO €ninedo JIkTUOU Yyia va dianioTwoel av n dieubuvon IP
npoopiopoU TauTifeTal pe Tnv OIkn Tou. Me TO ARP aQuToO Yiveral
ypnyopotepa oTo eninedo npocoPaong OIkTUOU a@ou kabe IP
METATPENETAI TNV AvTioToIXn MAC TOU €MNONEVOU TEPUATIKOU £WC TOV
TEAIKO NPOOPIOUO.

Na Tnv unootnpiEn Tn¢ Oiadikaciag anodoong Odieubuvong IP

XpnolgonolouvTal eniong Kai Ta akoAouba npwTOKOAAG:

e Reverse ARP (RARP): &ival oudiaoTikd n avaorpo®n diadikaoia
Tou ARP kal xpnoigonoleitTal ano routers, serves KAn

- BootP: e€ivar n avriotoixn HME TO ARP diadikacia nou
XPNOIYONOIEiTAl OTAV TA TEPHATIKA Oev €xouv kKABOAOU PvAMN Yia
va anobnkevuoouv TNV IP TOUC

- DHCP: €ival TO nepIOOOTEPO  EUEAIKTO MNPWTOKOANO  ME
oupBaToOTNTA NPOC Ta AAAQ.

ARP - Address Resolution Protocol

To npwTOKoAAO avaiuaong dieubuvoewv (ARP) gival eva npwTOKOAAO
nou XpnoldonolgiTal and To MPWTOKOAAO IP  [RFC826] kal
OUYKEKpPIYEVA To IPv4 yia Tn pgeTaTponn Twv OleuBuvoewy OIkTUOU IP
oTIG d1euBbuvaoeig UAikoU (OielBuvon MAC).

To NnpwTOKOAAO ARP kavel diaTnpei Tnv avTioToixnon o€ nivaka (AP
cache) Tov onoio evnuepwvel duvapikda. Ynoornpilel TNV apxikn
avabeon IP ot TepuaTika (MOAIC evTacoovTal To OikTuo dev €xouv IP)
ME Bdon Tn dielBuvon MAC Toug aAAd KAl va EVNUEPWVEI TIG
KATaxwpioelg Tou nivaka OTav MNpooTiBevTal veéa TEpPATIKA N oTav
yiveTalr aAAayn d1eubuvoewy 0 unapxovTd. o nivakag nepiAappavel
2 OTNAEG:

e OTN pia oTAAN €ival KaTaxwpnUEVEG ol IP dIEUBUVOEIC, EVW

e OTNV AGAAN OTAAN UNAPXOUV Ol AVTIOTOIXEG PUOIKEC OIEUBUVOEIG.
KdBe vypaupn TOUu nivaka avTioToIiXei o€ pia  ouokeun. Ol
KaTaxwpnueves dicubuvoelc diakpivovTal 0 OUVAMIKEG KAl OTATIKEC.
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O1 OTaTIKEG €ival npokaBopIoueveG kal dev dlaypa@ovTal o€ avTibeon
HE TIC OUVAMIKEG MOU avavewvovTadl kabe 1-5 AenTd.

H diadikacia nou uAonolei To NPpwTOKOAAO ARP NeEPIYPAPETAl WG
akoAoUBwG:

1.

MOAIC To ARP kAnBei npocg avalntnon IP dielBuvong TEpUATIKOU
WAaxver Tov nivaka yia va Ol av undpxel eyypaen nou vd
avTioToIXei o€ auth TNV IP dielBuvon.

Av unapxel eyypagn, TOTE EMICTPEPEI TNV AVTIOTOIXN (QUOIKN
dleuBuvon MAC.

AlGQOpPETIKA OTEAVEI €va €I0IKO HAVURA nou ovopdletar ARP
aiTnon o€ OAad Ta TEPMATIKA Tou OIKTUOU npog avalntnon tng IP
NPOOpPICHOU.

'OTav To TEPUATIKO avayvwpioel otnv d1eUbuvaon npoopiouou TNV
IP Tou, OTéEAvel pia ARP andvtnon pe Tn OIKR TOU QUOIKN
dlelBuvon o€ autdév nou €oTtelAe Tnv ARP aitnon. (H ARP
anavtnon exel Tnv idla popen he TNV ARP aitnon, pe Tn diagopa
OTI €xel avanoda Ta nedia anooToAEa Kal Npoopiouou).

To TepuaTikd nou dnuioUupynoe ARP aitnon OnUIOUPYE pia véd
gyypagn oTov nivaka Tou kal Badel ekei Tn dieubuvaon nou HOAIC
AQVEKTNOE.

'Otav  aneubuvBei E&ava otn OlevBuvon auth (Nou  HOAIG
KaTeypawe) 6a diaBacsl anAwg Tov nivaka kal dev 6a xpelaoTei
va dnuioupynBei veéo aitnua ARP.

/’ Address

Soluti
!
Y

Avalnrtnon
otnv ARP cache

l

oxi |
—»{ EPOTHMA ARP

Ynapyeu

KaTaywpuon; |
J NpooBdixn oTnw <
| ARP ¢ ﬂ(hﬂ

Anuiovpyia

nAgioilou
ETHERNET
| Destination Host
Unreachable
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To aitnua ARP (ARP request) ansuBbuveTal oTto Toniko diKTUO HE €vda
nAgiolo kaBoAikng eknounnc (broadcast) pe MAC dieuBuvon FF-FF-
FF-FF-FF-FF. AuTO onuaivel OTI TO €pWTNHA @PTAVElI 0 OAOUG TOUG
KOMBouG. O kOuBOG o onoiog avayvwpilel Tnv dikn Tou dieuBuvon IP
anooTéAAel uia andavtnon ARP (ARP Reply) MHE npoopIOHO TNV
dleubuvaon Tou apxikoU anooToAéa aneuBuvopevoc pOvo O auTov
(unicast).

0 - 8 16 24 3

| l | I f ! l | |

TOmog VAIKOU Tomog MpwTtokKoAAou

Mrxog guokrs | Mrxog AedBuvong :
Aig0Buveng TPLTOKGMOU Kwd. Aermoupyiag

Quaoikr dielBuvon atrooToAia

(MAC) AieBuvon Tpuwrokdhhou (IP)
ammooTohia (bytes 3 - 4)

MEUBUVON TIpWTOKGAAOU (IP)
amootohia (bytes 1 - 2) Quaikr dicvBuvon Trapalfimn
(MAC)

LAie0Buvon TTpwTokoAAou (IP) mapaAnTTn

NMAPKTIKO MEPOz

©a €EETACOUNE QUTEC TIC BACIKEG NTUXEC Tou ARP pe Tn BonBeia Tng
akoAoubnc TonoAoyiac nou anoTeAsital ano 1 Hub kai 3 PC.
MAC-Address: 00ED.BODS. A390

:.'gy
PC-PT 1P Address: 192.168.1.2/24
PC-2

H.J!—PT

Huly" 1

MAC-Address: 0090.0C2D.6A38

IP Address: 102.168.1.1/24 P!
PC-1

g\ MAC-Address: 00EQ.F774.3035

PC-PT
pc-3  IP Address: 192.168.1.3/24
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>710 napadeiypa pag ol dieubuvoelg IP avatebnkav and Tov XpnoTn
Kal apa Oev anairhdnke Onuioupyia OIKTUAKAC kivnone. Kata
OUVENEIa, ol nivakeg ARP TwV TeEpUATIKWV Ba gival kevoi. EAEyETE Tov
nivaka ARP Twv PC-1, PC-2 kal PC-3 pe Tn BonBeia TnG evTOANG arp
-a oTnVv KapTeAa 'Command Prompt' kaBe TepuaTikoU.
(xpnoigonoinoTe TNV €VvTOAN arp —d * yia va KATapynoeTe Tnv
KaTaxwpnon n TIC KaTaxwpnoei¢ Tou nivaka ARP.)

Fechet Tracar BD Cossand Lirs 1.0
Flraap -w
Bz AEF Envtrkiss Foarsd

Fiecie® Treper PO Cosssrsd Lins 0.6
Flearp =4

FEo RAF Emnpias Toaamd

PCw

Farlat Tracssr D Oeesssl L

LR -
LU I*."-I' ERLTLEE Firsiel
B

2710 PC-3 avoifte Tnv kapteha "Traffic Generator" otnv enigpaveia
epyaociac (Desktop). ZUPNANPWOTE TIC AKOAOUBEG NANPopoOpieg oTNV
(POpHa nou sugavilerai:
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Traffic Generator X

Cuibgeng Pert: -
FastEthermsbl * | [] Auto Select Port

POU Settings
Select Appheabon: : PG = i

PC-1
Destination IP Address: ® 192.168.1.1

1

L=t

Source IP Address: - 192 168.1.3
PC-3

TTL:
L[
Sequence Mumber:
Sive:

Senulation Settings

(® Sngle Shot
i) Periodie  Interval:

i 4[1@

MOAIC €nMIAEEETE TO “Send” Ba oTeiAel ping oTov npoopiopo. MNa va
NApakKOAOUBNOETE MNPOOEKTIKA TNV KUKAOQOPIa TWV MNAKETWYV,
eMAEETE TN AsiToupyia "Mpooopoiwon kal oTo MNivaka Mpooopoiwaong
KAVTE KAIK 0TO Koupni ">|". AUo TUNOI NAakETWV Ba gupavioTouv oTO
PC-3:

e ARP nakéro

e ICMP (ping) NAakeTo

AuTO ogeiAeTal oTO YEYOVOC OTI NPIV and TNV anooToAN TwWV NAKETWV
ICMP oTov npoopiopo (PC-1 €dw) n Oieubuvon MAC TnG OUOKEUNG
npoopiohoU Ba npénel va BpiokeTal oTtov nivaka ARP TNG GUOKEUNG
npogAeuong (PC-3 €dw). 'Onwg yvwpilouphe o nivakag ARP Tou PC-3
gival adeloc. To ARP B8a avalntnoel npwta Tn dieubuvon MAC Tng
OUOKEUNG NPOoopIoHOoU Kal JETA Ba YNopECEl va AnooTEIAEl TO Prvupa
ping.
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| Semdaton Pand ax|
Event List
Vis, Timelsec) Last Device At Device Type Info

MAC-Address: 0090.0C2D.6A38 ™ exs - Py |

1P Address: 192,168, L1424 - 116266 - PC-3 n

PC-PT P Address: 192,168, 1.2/24
PC-2

[ET=Reep—— o]
ICMP Packet
Play Controls
[ Back || Autocaptire jPay || capture /Foward |
Pea Event List Fiters - Visble Events
+ 0OED. ACL Filter, ARP, BGP, CDP, DHCP, DHCPG, DNS, DTF, EIGRP, EIGRPVS, FTF, H.323,
:mm'_’ﬁmiﬂa;‘m” HSRP, MSRPVE, HTTP, HTTPS, ICMP, 1CMPv, TPSec, ISAKMP, LACE, NOP, NETFLOW,

e T 2

AC KAVOUME KAIK OTO MMAE TETPAYWVO TOU nediou Mpooopoiwong To
ornoio avTinpoownevuel To ICMP. ©a avoi&el To nAaicio NAnNpPoPopIwYV
PDU. ZTIC nAnpogopiec PDU oTn ouokeur) PC-3 pnopeite va OeiTe

nwc ol PDU peTakivouvTal HETAEU TwV eningdwv OSI.

FOU Infermation st Devioe PC-3

OS5l Modal Outbound POU Details

Al Dayie: PT-3
Source: PC-3
DEghinabon: 192.168.1.1

In Layers Out Layers

o

Layer 3: IF Header Sro, IF
192.1638.1.3, Dest. [P: 192.168.1.1
[CMP Massage Tyipa: 8

Layer 2

1. The Fing process staris the next ping request.

i, The Ping process oreates an [CMPF Echo Reguest message and sends it 1o the
liowrer DroCess.

3. The deveca sets TTL in the packeat haader

d. The desbrabon [P address = o the same subnel. The device sets the next-hop
to destinatcn.,

Challenge Me << Previous Layer Mext Layer >
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>T10 eningdo 3:

e E&ekIvd TO €NOMEVO aiTNNA ping

e opiCeTal To TTL oTnV KEPAAida NAKETOU
IP npoopiopoU PBpiokeTal

e n O&ievBuvon

idl10 uUnodiKTUO.

Opiletal n IP Tou endpevou aApaTog (hop) Npog GTov NMPoopPIoHO.
e n diadikacia dnuioupyei €va pnvupa ICMP Echo Request kai To
OTEAVEI OTO KATWTEPO €NinNedo

>T0 £ningdo 2:

e n dieUBuvon IP gival unicast. AvalnTeiTal oTov nivaka ARP.
e n JlelBuvon IP dev BpiokeTal oTov nivaka ARP Kal €NOHPEVWG

anooTEAAETAI
NPoowpIvAa TO NAKETO

e n diadikacia ARP dOlEi TO PrvUpa aiThPaTog
e TO aiTNMUa nepikAeieTal o€ €va nAaiolo Ethernet.

>T0 eningdo 1:

aitTnua ARP vyia Tnv

IP autn kai

e TO HECO dlaoUvdeonc FastEthernet0 amnooTEAAEI To MAQioIO NMPoC

TOV NPOOPIOHO HECW TOU EMNOPEVOU AANATOC.

anoBnkeuel

POU information at Device: PC-3 n
OSI Model  Qutbound PDU Details 9L Madel | cutbound FOU Detals
At Device: PC-3 o s
Source: PC-3 e
Destination: 192.168.1.1 Dhestinations Firondcast
In Layers Out Layers
In Layers Out Layers nLav e Y
Layer 3: IP Header Src. IP: Layer 2: Ethernet 1l Header
192.168.1.3, Dest. [P: 192.168.1.1 O0EQ.F774.3035 >> FFFEFFFE.FFFF ARP
| ICMP Message Type: & Packet Src. IP: 192.168.1.3, Dest. [P:
Layer 2: 192.168.1.1
/ Layer 1: Port(s): FastEthernetd
PDU Information at Device: PC-3 n[ PDU Informatian at Device: PC-
OSI Model  Outbound PDU Details OSIModel  Outbound JOU Details
At Device: PC-3 1 At Device: PC-3 2
Source: PC-3 Source: PC-3
Destination: 152.168.1.1 Destination: deast 3
In Layers Out Layers In Layers Out Layers
Layer 3: 1P Header Src. IP: !
192.168.1.3, Dest. IP: 192.168.1.1 / Layer 2: Ethernet 11 Header
ICMP Message Type: 8 /1 00EQ.F774.3035 >> FFFF.FFFF.FFFF AJP
= Packet Src. IP: 192.168.1.3, Dest. IP)
L 192.168.1.1
Layer 1: Port{s): FastEthernetd

Me TO €nOpEVO
ARP 0a pertaBei oto Hub.

natnua Tou NAAKTPoU ">|" To MAdiclo PE TO aiTnMA
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MAC-Address: D090.0CHD.6A38

P Address: 192.168. 1. 1/24

PC-
PC-2

MAC-Address: DOEO.F774.3035
IP Address: 152 168.1.3/24

| [Simudation Panel 8 x|
Event List
Vis. Time{sec) LastDevice AtDevice Type Info
16265 - PC-3 icve [l
116266 - PC-3 are
B 116267 PC-3 Hub-1  are [l
Captured to: 5
st Srdaton] I Corstant Delay pured o
Flay Conrols
[ Back [ msto Coptire [Piay || Copture fromward |

Event List Fiters - Visible Events.
ACL Filter, ARF, BGF, COF, DHCF, DHCPvE, DNS, DTF, EIGRF, EIGRPVS, FTF, H.323,
HSRF, HERPvE, HTTF, HTTPS, ICMP, ICMPvE, IPSec, ISAKMP, LACE, NOP, NETFLOW,
NTF, OSPF, OSPFv6, PAGP, POP3, RADIUS, RIF, RIPng, RTF, SCCP, SMTF, SNMP,
S5H, STP, SYSLOG, TACACS, TCP, TFTF, Tehet, UDR, VTP

Edit Fiters. Il Show All[Ncne

i

To nAaiolo napaAapBaveral and To Hub TO onoio Ba nNpEnel PETA va
To YeTadwoel o kABe duvaTo nNpooplopo (0 avTiBeon Pe TO switch)
ME XpAon TNC TeXVIKNG broadcast. MNa va oupBei autd ypagika Oa

npenel va natndei Eava To NARKTpo ">|".

— =50
Event List I
w||Vis.  Timelsed) LastDevice AtDevice Type Info
MAC-Address: 0090.0C20.6a358 MAC-Adk - DOED,BOD5.A350 116266 - PC-3 lCMP.
116266 - PC-3 ARP
TP Address: 192 168.1.1/24 PCIPTY 1P Address: 192,168, 1.2/26 i # =
& 116263 Hub-1 (=] ARP
116268 Hub-1 PC2 ar
Caplured to:
I corstant ocay 116,208 5
Flay Cantrols
[ Bock | Ao capre fray || coptse fromerd |

MAC-Address: 00ED.F774.3035
IP Address: 192,168, 1.3/24

B B = |

Av eniAéEoupe Ta nakéTra anod To nedio npooopoiwong TOTE Oa
napaTnPnooupe OTI OTnNV nepinTwon nou e&stalouhe TA nAaioia

Inbound PDU kail Outbound PDU e€ivai idia.
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PDU Information at Device: Hub-1 n PDU Information at Device Hub-1 -
0SI Model Outbound PDU Details OSI Model | Inbound PDU Details
PDU Formats PDU Formats
Ethernet 11 Ethernet 1T
0 a 8 14 19 Bytes L] L] 8 14 19 Bytes
PREAMBLE: DEST MAC: SRC MAC: PREAMBLE: DEST MAC: SRC MAC:
101010...1011 FFFF.FFFF.FFFF 00EQ.F774.3D35 101010...1011 FFFF.FRFF.FFFF 00EO.F774.3035
TYPE: DATA (VARIABLE LENGTH) FCS: TYPE: DATA (VARIABLE LENGTH) FCS:
0x806 0x0 0x806 ox0
ARP ARE
] 8 16 31 Bits 0 ] 16 31 Bits
HARDWARE TYPE: Ox1 | PROTOCOL TYPE: Ox800 HARDWARE TYPE: Ox1 | PROTOCOL TYPE: 0xB00
HLEN: 0x6 | PLEN: 0x4 | OPCODE: 0x1 HLEN: 0x6 | PLEN: Oxa | OPCODE: 0x1
SOURCE MAC: 00EQ.F774.3D35 (48 bits) SOURCE MAC: D0ED.F774.3D35 (48 bits)
SOURCE 1P (32 bits) === SOURCE IP (32 bits) ==>
192.168.1.3 192.168.1.3
TARGET MAC: 0000.0000.0000 (48 bits) | | TARGET MAC: 0000.0000.0000 (48 bits)|
TARGET IP: 192.168.1.1 (32 bits) | TARGET IP: 192.168.1.1 (32 bits)
< o > < >

3TN OUVEXEIQ, JME Nieon Tou NMARKTpou ">|" To nAdiclo ¢Tavel oTto PC-
2. ToTe AapBavouv xwpa Ta akdAouba:
270 €ninedo 1:

e TO PEOO dlacuvdeong FastEthernetO Aappavel To nAaiclo

>T0 gninedo 2:

e n OleuBuvon MAC Tou nAaiciou Taipialel pe Tn dicubuvon MAC Tou
TEPHATIKOU

e anokwOIKOoNOIEITAl TO NEPIEXOMEVO TOU NAalgiou Ethernet

e nepiAauBavel ynvupa ARP nou eneEepydleTal To TEPUATIKO

e cival aitTnua ARP

e TO aiTnua ARP dev Taipialel pe Tn dielBuUvVON TOU TEPHATIKOU
e n dladikacia ARP To anoppinTel

PDU Information at Device: PC-2 PDU Information at Device: PC-2 H
OSI Model Inbound PDU Details OS] Model | Inbound PDU Details

At Device: PC-2 At Device: PC-2

Source: PC-3 Source: PC-3

Destination: Broadecast Destination: Broadcast

In Layers Qut Layers 9 In Layers Out Layers

Layer 2: Ethernet [ Header Layer 2: Ethernet 11 Header
O0EQ.F774.3035 >> FFFR.FFFF.FFFF ARP u

00EQ.F774.3035 »> FFFF.FFFF.FFFF ARP
Packet Src. IP: 192.168.1.3, Dest. IF: Packet Src. 1P: 152.168.1.3, Dest. IP:
192.168.1.1 | 192.168.1.1
Layer 1: Port FastEthernet®

Layer 1: Port FastEthernetd

Tautoxpova TO nNAdiolo pTAVEl Kal oTo PC-1. ToTe AauBavouv xwpa
Ta akoAouba:

270 €ninedo 1:
e TO PEOO dlaouvdeong FastEthernetO Aappavel To nAaioio

>T0 gningdo 2:

e n OleuBuvon MAC Tou nAaigiou Taipialel ge Tn dieubuvon MAC Tou
TEPUATIKOU

e anokwOIKOMOIEITAl TO NEPIEXOPEVO TOU NAdigiou Ethernet

10
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e nepiAaPBavel ynvupa ARP nou enegepyadeTal To TEPUATIKO
e cival aitnua ARP
e TO aiTnua ARP Taipialel pe Tn d1elBuvon Tou TEPHATIKOU
e n diadikacia ARP gvnuepwvel Tov nivaka ARP
PDU Information at Device: PC-1 PDU Information at Device: PC-1 EI
OS] Model  Inbound PDU Details  Outbound PDU Details OSl Model | Inbound PDU Details  Outbound PDU Details
At Device: PC-1 At Device: PC-1
Source: PC-3 Source: PC-3
Destination: Broadcast Destination: Broadcast
In Layers Out Layers In Layers

Out Layers

Layer 2: Ethernet IT Header
00E0.F774.3D35 >> FFFF.FFFF.FFFF ARP
Packet Src. IP: 192,168.1.3, Dest. IP:
192.168.1.1

Layer 2: Ethernet I1 Header
0090.0C20.6438 >> 00EQ.F774.3D035
ARP Packet Sre. IP: 192.168.1.1, Dest.
IP: 192.168.1.3

Layer 1: Port FastEthernet0 Layer 1: Port(s): FastEthernetd

information at Device: PC-

OSI Model  Inbound POU Details | Outbound POU Details

At Device: PC-1

Seurce: PC-3 2
Destination: Broadcast

In Layers Out Layers

Layer 2: Ethernet 11 Header
00E0.F774.3035 >> FFFF.FFFF.FFFF ARP
Packet Src. IP: 192.168.1.3, Dest. IP:
192.168.1.1

Layer 2: Ethernet II Header
0090.0C20.6A38 >> 00E0.F774.3D35
ARP Packet Src. IP: 192.168.1.1, Dest.

1P: 152.168.1.3

Layer 1: Port FastEthernetd

ﬂ Layer 1: Port{s): FastEthernetd l

PDU Information at Devi -1
051 Model und PDU Details Outbound POU Details
evice: PC-1
Source: PC-3

Destination: Broadcast
In Layers

g

Qut Layers

Layer 2: Ethernet I Header
0050.0C20.6438 >> 00EQ.F774.3035
ARP Packet Src. IP: 192.168.1.1, Dest.

192.168.1.1 IP: 162.168.1.3

Layer 2: Ethernet 1 Header
00ED.F774.3D35 >> FFFF.FFFF.FFFF ARP
Packet Src. IP: 192.168.1.3, Dest. IP:
152.168.1.1

Layer 2: Ethernet 1 Header
0050.0C2D.6A38 >> 00E0.F774.3D35
ARP Packet Src. IP: 192.168.1.1, Dest]
IP: 192.168.1.3

Layer 2: Ethernet II Header
00E0.F774.3D35 >> FFFF.FFFF.FFFF ARP
Packet Sre. IP: 192.168.1.3, Dest. IP:
Layer 1: Port FastEthernet0

Layer 1: Part(s): FastEthernetd

Layer 1: Port FastEthernetd

Layer 1: PDI‘ES!: FastEthernetd

3TN OUVEXEIQ, JE NiEon TOU NMANKTPOU "=|" dnuIoupyEiTAl N andavrnon

oTO aiTnua ARP:

>T0 £ningdo 2:

e n diadikacia ARP Jopei TO PAvVUPa andvrtnong €iodyovtag Tnv
MAC Tou apXIkoU npoopIcHoU TOU aITAHATOG
e TO AiTNMa NepIKAEIETAI 0€ €va NAaiolo Ethernet.

>T0 eningdo 1:

e TO PEOO dlaocuvdeonc FastEthernetO anooTEAAEl To NAaiolo npog
TOV apXIKO anooToAEd HECW TOU EMNOPEVOU AANATOC.

3TN OUVEXEIQ, ME Niegn Tou NANKTPou ">|" To nAdicio nou €Aafe To
Hub npowBsciTal o kaBe duvaTr kateuBuvon (EKTOC AuTr anod Orou
nponABeg) kai €Tal ¢Tavel oTnNV apxIkn Tou npogieuon (PC-3).
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| 'smutation Pandl & x
EventList
Vis.  Timelsec) LastDevice AtDevice Type Info &
MAC-Address: 0090.0C2D.6438 Q:. | ks 116266 - pe-3 ARP =
1P Address: 152.168.1.1/24 ot = 116267  PC-3 Hub-1 ARP
il :%-Z’ IP Address: 192.168.1.2/24 116268  Hub-1 pC-1 e
116268 Hub-1 pC-2 e W
116269 PC-1 b1 are [l
- 116270 Hub-1 PC-2 are [l
m_ 116270 Hub-1 PC-3 e [l
o e 116270 - PC-3 icve [l
g M 116271 PC-3 Hup1 ove [l ,
I : Captured to:
Reset Smuation| ] Constant Delay BT
Play Controls
Back Auta Captire [Play Caphwre [ Forward
Pic.-g' Event List Fiters - Vishle Evants
ACL Filter, ARF, BGP, CDP, DHCF, DHCPVS, DNS, DT, EIGRF, EIGRPV6, FTF, H.323,
e + GOED.FT74. , AR, BGP, COP, DHCF, , DS, DTP, EIGRF, , FTP, H.323,
MAC-Address: 008 3035 HSRE, HSRPVE, HTTF, HTTPS, ICMP, ICMPY, IPSer, ISAKMP, LACF, NOP, NETFLOW,
TP Address: 192168, 1.3/24 NTF, OSPF, OSPFv6, PAGR, POP3, RADIUS, RIF, RIPng, RTF, SCCF, SMTF, SNMP,
S5H, STF, SYSLOG, TACACS, TCF, TFTF, Telnet, UDP, VTP
Edit Filters Show AllfNone
¥ i .(r.j

>TO ONMEIO AQUTO PNOPOUNE va OTAPATHOOUWE TNV NPOCOoHoiwon Kal
va EMNIOTEPOUPE OTO Nedio TOU MPAyPATIKOU Xpovou. Av eAEyEoupe
TOUG nivakeg ARP oTo PC-3, PC-2 kal PC-1 8a doUpe oOTI

e 010 PC-1 £x€l evnuepwOEi 0 nmivakac

& pc-1

Physical Config Desktop Software/Services

Command Prompt

Packet Tracer BC Command Line 1.0

PCrarp -a
Internet Address Physical Address
152 _16B_1._3 00e0_£774_3d35

PCrarp —-d
BCryarp —a
No ARP Entries Found
PCrarp -a
Internet Address Physical Address

e OTO PC-2 dgev €xel evnuepwOei 0 nivakac agou dev €Xel NMePAOEI
Kivnon ano auTh Tn JeEpIa Tou OIKTUOU.
e 0OTO PC-3 £xel evnuepwOEi 0 nivakag

& pc-3
|a$ PC-2 | ;
- - Physical Config Desktop Software/Services
Physical Config Desktop Software/S
oo T i = ==——y g

[—=rmn | [ ] |
Bt il liCommand Prompt
Command Prompt
Packet Tracer PC Command Line 1.0
PC>arp -a

Tracer PC Command Line 1.0 No ARP Entries Found

PC>arp =-a
Internet Address Physical Address Type
192.168.1.1 0090.0c2d. 6a38 dynamic

—a
Entries Found
-
Entriea Found PCrarp =-d
—-B8 PCrarp -a
Ho ARP Entriea Found
PC>arp =-a
Internet Addreas Phyaical Addreas

Entriea Found
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DHCP — Dynamic Host Configuration Protocol

To npwTOKkOAAO DHCP AelToupyei onwg 1o BOOTP, TO onoio Kai

ENEKTEIVEI, WG epappoyn NeAaTn-eEunnpeTnTn. H unnpeoia napexerai

ME NakETa UDP ano TIG BUpPEC 67 yia Tov €EUNNPETNTN KAl 68 yia Tov

neAatn. EmTpénel og €vav unoAoyioTrl va anokTd TIC puBpicEIC nou

XpelaleTal o €va POVO PNVUMPa Kal va AaupPBavel pia dievbuvon IP

ypAyopa kai Ouvapika. MepiAappavel Tpelg TUNOUG €EKXWPNONG

d1EUBUVOEWV:

e UNn autoépatn puBuion (manual configuration), oTnv onoia
opifovTal o1 OIEUBUVOEIC TWV TEPHATIKWV XEIPOKivNTA

e QuTOMaTn pUBpIon (automatic configuration), oTnv onoia n
dleuBbuvan IP ekxwpeiTal o€ TEpUATIKO NOU oUuVvOEETAl NPWTN Popda
HOVIua

e Juvapiki puBuion (dynamic configuration), oTnv onoia n
dleuBuvon IP ekxwpeiTal o TEPUATIKO YIa NEPIOPICHEVO XPOVO.

To npwTOKoAAO DHCP eniTpenel o€ €vav umnoAoyioTn va napel

eninA&ov OIKTUAKEC puBpuioelc nepav Tng dieubuvong IP, onwc paoka

OIKTUOU, NpoeniAgypevn nUAN, DNS.

'Evac unoAoyloTAG, PUBUIOMEVOC va XPNOoIMOMoIEl TNV unnpeoia

DHCP, aUEOWC PETA TNV EKKiVNOT) TOU:

e Anpioupyei naketo UDP DHCP-DISCOVER yia Tn Oupa 67.

e To evBulakwvel og nakeTo IP pe dieubuvon npogAeuong 0.0.0.0
Kal dleubuvaon npoopiopoUu TN dleubuvon broadcast
(255.255.255.255)

e To evBuAakwvel o€ €va nAaiolo pe d1eUBuvon npogAeuong Tn dIKN
Tou uaoikn dieuBuvon kal dieuBuvon npoopiopoUu Tn dielbuvon
broadcast FF-FF-FF-FF-FF-FF kal To NpowBe&i 0To QUOIKO PECO

e 01 €EunnpeTnTég DHCP avTanokpivovTal o kaBevag PeE €va NAKETO
DHCP-OFFER oTtn BUpa 68, &vOUAGKWHEVO 0 nNAkKeTo IP
broadcast kal nAaiolo broadcast (0i1euBUvoelIC NpPoopICHOU
255.255.255.255, FF-FF-FF-FF-FF-FF).

e To TEpUATIKO-NEAATNG EMIAEYEI EvaV ANO TOUG EEUNNPETNTEG KAl TO
OnAwvel anooTeAAOVTAG €va NakeTo EKMOMNNG DHCP-
REQUEST oT0 onoio {nNTa TIC NPOTPEPOUEVEG PUBUIOEIC.

e O €&unnpeTnTng DHCP eniBeBaiwvel Pe €va nakeTo DHCP-ACK.

And Tn ANWn TnG emBeBaiwong DHCP-ACK kal OTn OUVEXEID TO

TEPUATIKO AelIToupyei MeE TIG OIKTUAKEG pubuiosic nou nnpe. H

dievBuvon IP  xapaktnpiletal wg picbwon (lease). And Tn OTIYHN

auTn, o unoAoyIoTAG apXilel Tn OXETIKA WETPNON XPOVOU, WOTE va
npoBei oTIG KATAAANAEG EVEPYEIEG NAapATACONG TNG MicBwong npiv Tn

ARgn Tne.
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NMPAKTIKO MEPOz

AnuioupynoTe TNV akOAouBn TonoAoyia:

172.16.1.0 /24

Gig0/1

cal
Laptop-PT
Laptopd Laptop-FT Laptop-FT Laptog-PT
Laptopl Laptop2 Laptop)

>xnua 1

EmAEETE TOV router R1 kai oTnv kapTteAa CLI ypaywTe TIC akOAOUBEC
EVTOAEG:

Enable

Int FaO/0

Ip address 172.16.0.1 255.255.255.0
No shutdown

Int FaO/1

Ip address 172.16.1.1 255.255.255.0
No shutdown

Do write memory

MpoxwpnoTe WeE TNV evepyonoinon Aoyikng dienapng  (i/f)

opopoAoynTti. Na BePBaiwveoTte navra OTI n Aoyikn dlienagn eival
gvepyonoinuevn. MNa va yivel auto ypdwTe TIG EVTOAEG:

14
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int loopback 1
Ip address 1.1.1.1 255.255.255.255
No shutdown

MNa va d1agopPWOETE TO JiKTUO anaiTeiTal nepa ano Tnv dleuduvon
IP n paoka unodikTUOU Kal n npoeniAeyhdevn nNUAN. MnopoUpe
NPOAIPETIKA VA AMNOKAEICOUHME OpIoPEVEC OleuBuvoelc IP anod Tnv
0100gon o€ TEPUATIKA PE OKOMO va XPNOILOMNOINCOUKE TO EUPOC AUTO
dlapopeTika (81EUBUVOEIG router, server KAN).

Ip dhcp excluded-address 172.16.0.1 172.16.0.10
Ip dhcp pool NET1

Network 172.16.0.0 255.255.255.0
Default-router 1.1.1.1

Dns-server 8.8.8.8

Exit

Ip dhcp excluded-address 172.16.1.1 172.16.1.10
Ip dhcp pool NET2

Network 172.16.1.0 255.255.255.0
Default-router 1.1.1.1

Dns-server 8.8.8.8

Exit

Mpener va OIQUOPPWOOUHE TNV Napoxn unnpeoiwv DCHP 0oTIg
aVTIOTOIXEC (PUOIKEG OlENAPEC Tou dpopoAoynTn. Mpenelr va €igaoTe
NPOCEKTIKOI WOTE va OnuUelwooupe Tn OievBuvon IP pe Tn paoka
unodikTUou oTn owaoTn dienagn (i/f.)

MNa va ano@uyeTe Tn ouyxuon o€ autd To BAMa, 6a puBuicoupe TO
aitnua DHCP oTtn dienagn Fao / 0. O1 evToAEC €ivail:

Int FaO/0
Ip helper-address 1.1.1.1

EniBeBaiwoTe OTI o1 dieubuvoelg IP €xouv anodobei auTopata oTa
TeEpUATIKA. MNnyaiveTe o€ €va TepUaTikO Kal eNIAEETe IP Configuration.
>Tn ouvéxela eniAéETe DHCP kal napakoAouBnaoTe yia Aiyo xpovo av
avTanokpifei otnv autdépatn andédoon IP.
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Lapgop-FT
Laptopd

Laptop#T Lagtop-PT I8 ONS Servier

laptopl Laptop?
|

FAs sesaeeseaeL -
AZKHzZH 5

A) Na neplypawete TI oupPaivel oTtav avTikatacTnow To hub pe
switch. Na TekunpPIWOETE TIC ANAVTACEIG 0AC XPNOIMonolwvTag Ta
anoTeA&éopaTa TnG npooopoimwong ToOoo ypagikd O00o kal and Tnv
ENONTEUON TWV NEPIEXONEVWV TWV MAKETWV.

B) MapapeTponoinoTe Tnv TonoAoyia oto d€&€I0 HEPOG TOU OXNMATOG 1
woTe va anodoBei dicuBbuvon IP autopata. Na TEKPNPIWOETE TIQ
anavtnoelg  0ag  XPNOoIJonolwvTag Td  AnOTEAECHATA  TNG
npooopoiwong TOOO Yypagika O0CO0 Kal and Tnv &nONTEUON TwV
NEPIEXOMEVWV TWV MNAKETWV.

NMEPATEPQ MEAETH

Na JIauOpPPWOETE KAl NAPAPETPONOINTETE TonoAoyia Tonikou dIKTUOU
onw¢g Tou napadeiypatoG aAAd pe napoxn unnpeciagc DHCP ano
server rnou 6a NpocOeoETE.
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